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I. INTRODUCTION 
 

Many in the construction industry do not consider their work to be prone to cyber-attack. 

After all, it is a big jump from concrete and steel to data breaches and cyber terrorism. Or is it?  

The interconnectivity of all businesses through pervasive linking via internal networks 

and the Internet has made just about every industry vulnerable to cyber-attack. Construction is no 

different, with a wide range of threats and vulnerabilities that are unique to the industry. 

Unfortunately, many companies only start to address information security after an incident, 

instead of addressing the issue proactively.  

The recent trend toward derivative civil actions brought against directors of breached 

companies (Target, Wyndham Worldwide, et. al.) is becoming a compelling reason for senior 

management to begin focusing on cyber risks along with the other areas of security that are 

typically the center of attention. From leaking confidential bidding information and 

compromising electronic payments to data breaches that impact employees and clients, 

construction firms of all sizes face a continual barrage of evolving cybersecurity challenges, 

much the same as other non-construction counterparts. But construction operations have their 

own unique challenges as well.   

II. CHALLENGES AND RISKS 
 
A. Field Offices 
 

Due to the inherently transient and ever-evolving nature of construction sites, field 

offices face cybersecurity challenges that can be far more difficult to address and control than 

stationary operations that occupy a single location for a prolonged period of time. By its very 

nature, the site office is a temporary operation; typically poorly defended from cyber intrusions. 
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It can be an ideal conduit into not only the contractor’s network, but other, more prized and 

valuable targets. 

B. Occupant Targets 
 

 Another unique consideration for the construction industry is the need to 

safeguard commercial structures that will eventually be occupied by organizations that may be 

targets of nation-state attacks, both governmental and commercial. Those of us old enough to 

remember Richard Nixon’s “détente” might remember the story of the construction of the United 

States embassy in Moscow. With a ground breaking in 1979, the work was performed by 

Russian contractors under U.S. supervision. Despite the efforts of U.S. monitors, the results were 

somewhat predictable . . . a facility with so many bugs and spy snooping tools built into the 

structure (literally embedded in the precast concrete) that the U.S. State Department finally 

declared the facility unusable.  In 1986, the CIA concluded the embedment of Soviet spy gear 

was so masterful and pervasive that the only option was to abandon the facility.i  

III.          INFORMATION TECHNOLOGY VS. CYBERSECURITY 
 

To understand cybersecurity for the construction industry today, it is helpful, if not 

essential, to look at the roles of IT and cybersecurity. The traditional job of IT is to make 

information readily available to all who need it. However, the role of cybersecurity is to protect 

information and make it as secure as possible. In reality, these two opposing objectives must be 

balanced between providing needed accessibility and necessary security.  

A. Simplicity and Accessibility  
 

Most field offices try to make access to their network and the Internet as simple as 

possible. Managers, superintendents, subcontractors, clients and design professionals all want 

quick and easy access to the Internet, plans, Requests for Information, change orders, design 
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documents, specification sheets, installation guides and scheduling data. This translates to 

ubiquitous open-access Wi-Fi, simple or non-existent passwords, and unprotected guest 

workstations, all of which increase susceptibility to malicious activities. 

B. Cybersecurity Focus 
 

Cybersecurity as a discipline looks at all of the processes and devices needed to secure 

electronic information both during transmission and storage. This can encompass a wide range of 

diverse activities ranging from sending email and scheduling conference calls, to segregating 

information and encrypting personnel records.  

Construction firms today know they need to password-protect access to information and 

specific files, but simply using passwords isn’t enough to ensure security for contractors and 

their clients. If someone in your organization used password1 (the most commonly encountered 

password across all industries) your organization’s system would be cracked almost instantly. If 

they used site123 it would take about 11 seconds.  And if they used 1@3$5^7* it would take 

under a minute.ii  

A secure construction organization needs to do more than use simple passwords. It needs 

to employ a comprehensive and holistic approach to protecting data; both its own information 

and that of its clients. This involves creating and implementing the right security systems, of 

course, but it mostly involves the right use of those systems by the human beings that come in 

contact with them. 

1) Emails = Postcards 
 

 Many people mistakenly assume that emails are private. They are not. Sending an 

email is the same as sending an electronic postcard. Anyone on the route can see the sender, the 

intended recipient and the message, including attachments. Confidential documents can be 
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valuable targets in an industry that often competes based on sealed bids and leverages 

confidential and proprietary techniques and information. Construction organizations need to 

consider how they can secure their information both during transmission and at rest. Different 

vulnerabilities are prevalent at different points in the information lifecycle.  Often this requires a 

complex triad of encryption, segmentation and access controls, to properly protect information at 

different stages, and address different vulnerabilities. 

2) Diverse Points of Access 
 

Another key element for construction firms to consider is the need to protect mobile 

devices.  These devices are particularly vulnerable in high-traffic environments like job sites. 

The prevalence of employees and contractors with access to company networks on their 

personal phones, tablets and iPads (Bring Your Own Device or “BYOD”) creates special 

demands. Why? Because the increased points of access to the data that are supposed to be kept 

secure are multiplied almost exponentially the more devices that are used to access the system. 

Companies should employ mobile device management (“MDM”) solutions to protect 

information in the event of a resignation, termination or equipment loss. For example, the 

company should have a policy in place concerning return of or “wiping” any mobile devices 

belonging to employees whose employment has terminated. The same holds true for any 

electronic devices being retired from service. Similarly, there should be policies and systems in 

place for tracking or finding lost devices, as well as shutting down those devices in the event 

they are stolen so that they cannot be used by others to access the system. With that in mind, 

employees should also be required to maintain password protection on all devices that must be 

utilized each and every time the employee opens the device.  The device should never remain 

“unlocked.” 
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IV. THE TRIAD OF INFORMATION SECURITY AND DEFINING BUSINESS RISK 

There are three key facets of information security for just about any organization: 

 Confidentiality – data only available to appropriate parties 
 Integrity – data is accurate and tamper-proof 
 Availability – data is available when needed 

 Maintaining the balance between all three of these essential facets is a constant 

challenge that requires planning and support from all levels and departments in a company. In 

practice, clients are advised to assess their overall cybersecurity risk based on a composite 

balance of threat, vulnerability and impact. Threat is the likelihood that one or more negative 

events will occur or be attempted. Vulnerability is how susceptible your organization is to a 

given threat. And impact is the severity of the consequences if the threat should be realized. This 

allows an organization to assess risk specific to their unique business model and operating 

environment. 

Some information may be very vulnerable, but if the impact of that information being 

exfiltrated is low, resources may be better focused on other aspects of the organization. 

Conversely, other types of information may be extremely sensitive or important, yet the 

likelihood of the network it resides on being exploited (vulnerability) may be low. For example, 

architectural drawings for a highly secure government building may be very valuable in the 

wrong hands, but if those drawings are only saved on a computer with no connection to the 

Internet or other outside links (low vulnerability), the overall risk of attack is greatly minimized.   

One of the first steps to developing an effective cybersecurity program is to understand 

what potential targets may exist in or through the target company. The firm may have 

information that could be valuable to competitors, or the adversaries of clients. Additionally, the 

company could be exploited to reach others using that company’s network as a launching point 

for subsequent attacks. Typical targets include your firm’s intellectual property, trade secrets, 
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financial information, bidding records, and human resource files. Construction companies also 

need to be aware of the value of project-specific information, including a project’s designs, plans 

and specifications; virtual construction data; physical, security and cabling designs; and job-site 

access credentials. Companies that work on government projects need to be especially attuned to 

the threats facing information for government projects originating from nation-state attackers. 

Even job site webcams can be a target, providing would-be thieves with valuable intelligence on 

physical security measures. 

A. Third-party concerns 
 

The widely-publicized Target credit card breach of December 2013, discussed in further 

detail below, originated from an infiltration into Fazio Mechanical Services, a seemingly 

harmless HVAC contractor.iii This breach underscored the notion that contractors can be 

unwitting conduits to higher level targets. Similarly, unprotected networks are commonly used as 

jumping off points to launch a wide range of attacks using an organizations servers and Internet 

connections as a proxy for nefarious activities. Companies should make certain that adequate 

business agreements are in place to either transfer risk to appropriate partners/vendors, or 

otherwise limit liabilities. 

B. Network Access 
 

 During the past several years, network breaches impacting both corporate 

headquarters and field offices have been seen with increasing frequency. The perpetrators are 

often focused on acquiring design/engineering documents as well as looking for valuable 

information from supply chains (passwords, access credentials) that they can leverage elsewhere. 

The average user has only five combinations of user names and passwords. If thieves steal 

credentials from an unsecured facility, there is also a very good chance that a percentage of these 
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credentials will be useful at other, possibly, more valuable targets on both professional and 

personal levels. 

C. Infrastructure Vulnerability 
 

Construction projects related to critical infrastructure such as bridges, water treatment 

plants, power stations and generating facilities are increasingly being viewed as prime targets as 

well. The reason for this is obvious: Any compromise in the system allows a hacker access to 

infrastructure that impacts hundreds of thousands of people. Making bridges impassable, 

poisoning water treatment plants, and shutting down power to large urban areas are all recipes 

for disaster and chaos. Thus, reliable security systems need to be in place to protect these 

infrastructure targets. Earlier this year, an unidentified party attempted to extort money from 

Korea Hydro and Nuclear Power by threatening the release of sensitive data on one of its 

facility’s security and operations. Other breaches have occurred at water plants throughout the 

United States. The exfiltration of any information that facilitates access to, or even provides a 

better understanding of, networks at these types of facilities can have far-reaching consequences. 

D. Transportation Hacks 
 

A quick search on Google reveals numerous images of hacked highway alert signs. While 

most breaches of construction traffic routing have been more of a nuisance than a threat to date, 

it is easy to see how providing deliberately false information to motorists and commercial drivers 

on a busy interstate could quickly result in serious accidents or even fatalities. This prompted the 

Department of Homeland Security to issue a warning to construction companies in June 2014 to 

better protect these systems by replacing default passwords.iv 
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V.  LIMITING AND PROTECTING ACCESS TO CRITICAL INFORMATION 
 

An important element of protecting cyber assets is limiting access to critical information. 

Organizations should classify information based on importance and need-to-know status, and 

limit access, both physical and network, accordingly. Document retention policies should also be 

created to limit the amount of targeted information, as well as protect the organization from 

potentially burdensome discovery in the event of litigation. Consideration should be given to 

segregate sensitive data in special domains or on separate servers and require additional 

credentials for access. Fewer authorized users translates into fewer potential vulnerabilities that 

can be exploited. Every firm should carefully weigh the need for electronic accessibility of 

highly sensitive data. Encryption of critical data, as well as data that may reside on mobile 

devices, should also be considered. 

A. Train and Limit Your Employees 
 
 Employees should be trained to help them spot potential exploits like phishing attacks, 

and be aware of sites with malicious code. The entire organization should adopt a culture of 

information security (and reporting of that information to IT), along with conducting periodic 

programs to train and test employees at all levels in the organization. Employees should also 

have limited access to information, which should be determined on a “need to know” basis. 

B. Passwords and Firewalls 
 

Beyond basic business issues and information governance, there are a number of IT-

centric elements that should be addressed on a consistent basis. Any organization’s Information 

Security Officer (ISO) should be well versed in the current tools and techniques to protect the 

company’s enterprise and sensitive information. Perhaps the single most important item, and one 

often overlooked or neglected, is to maintain a policy of complex passwords that are reset on not 
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less than a quarterly basis. Additionally, a rigorous schedule of AV and Patch management must 

be adhered to in order to reduce the likelihood of known vulnerabilities being exploited against 

the company. Firewalls should be properly configured and software should be installed and 

regularly updated to monitor systems and log all network activities. 

C. Cyber Insurance 
 

Cyber insurance should be a part of every organization’s overall risk strategy as well. It is 

not enough anymore to have cybersecurity as merely a bullet point on an agenda.  Companies 

need to be aware of the significant investment required to maintain the protections that in today’s 

marketplace are considered “reasonable.” Failure to do so will, without question, lead to liability. 

One thing that portends “reasonability” is having insurance coverage for cyber security 

breaches. What exactly is cyber insurance? It is an insurance policy designed to protect you 

against losses arising from a cyber security breach of your network systems and operations – 

which can amount to hundreds of thousands of dollars, if not millions. This is not something 

covered by your company’s typical insurance / liability policy. In fact, the insurance industry 

generally limits coverage for these types of losses in their general liability policies. For example, 

in Eyeblaster, Inc. v. Federal Ins. Co., 613 F.3d 797 (8th Cir. 2010), Eyeblaster was sued by 

someone who claimed that his computer, software, and data were damaged after visiting one of 

Eyeblaster’s websites.  Eyeblaster sought coverage from its insurance carrier under a general 

commercial liability policy as well as a separate errors and omissions policy. The carrier denied 

the claim under the liability policy on the grounds that the plaintiff did not assert claims for 

bodily injury caused by an “occurrence,” as defined by the policy.  The trial court agreed, but the 

decision was reversed on appeal with a finding that the allegation of “loss of use” of the 
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plaintiff’s computer amounted to a loss of “tangible property,” since that definition included 

computers.  

Another company was not so lucky. In Ward General Ins. Serv’s, Inc. v. Employers Fire 

Ins. Co., 7 Cal.Rptr.3d 844, 851 (2003), human error resulted in loss of company data during an 

upgrade. The company filed a claim with its carrier for the cost of recovering the data, as well as 

the losses resulting from the interruption of its business operations while trying to recover the 

data.  Its claim was denied. Ultimately siding with the carrier, the court concluded that the policy 

covered only direct physical loss to property, and the lost data was not considered tangible or 

physical property because it had no physical or material existence. Insofar as  the database itself 

was not “perceptible to the sense of touch,” the data loss was not a covered loss under the policy. 

Much like having a separate personal policy for “scheduled” items such as jewelry and 

art, your company should consider a separate policy for cyber security coverage. It is not safe to 

assume that the company’s general liability policy would cover losses associated with a cyber 

security breach. Be aware, too, of possible exclusions or provisions making cyber insurance 

coverage “excess” to other available coverage. Such exclusions might pose problems for the 

insured if the two carriers end up warring over who is responsible for the event. Further, though 

a million dollar policy might be sufficient for very basic property damage losses, that amount 

could be woefully insufficient to cover losses associated with a cybersecurity breach. As such, a 

given company should take a good, long look at the service being provided, the customers and 

suppliers with whom it does business, and discuss the available coverages with the appropriate 

insurance provider. 

Every industry is affected, from healthcare to the public sector to utility companies – to 

construction. The patterns of breaches are so well known by now that they have been classified 
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into several categories, several of which apply directly to the construction industry: web 

application attacks, insider misuse, physical theft/loss of data, malware, and cyber-espionage 

(among others).  Breaches like these can result in company shutdowns, problems with suppliers 

and vendors, and, worst of all, customer relationships and compromise of proprietary 

information.  As a result, the demand for cyber insurance has skyrocketed and is continuing to 

grow.  

A variety of types of cyber insurance coverage are available. For example, certain 

agreements pay the company’s costs to investigate the breach, notify its customers, and provide 

credit monitoring services (if appropriate). Another type basically pays the ransom demanded by 

a hacker to avoid the threat of immediate damage to a company’s secure data or network 

availability and operations. A third type of coverage pays for the experts you will need to retain 

to restore and/or recover the data that has been compromised following an attack on your 

network. Finally, there is coverage available to reimburse your company for lost income and 

expenses associated with restoring your business operations after there has been an attack. 

Some insurers now offer liability coverage in the event your company is sued for 

negligence in providing services to customers, or by customers who are impacted by the data 

breach. Coverage can also be purchased to protect your business against actions brought by 

regulatory agencies. Not only is cyber insurance a good thing to consider, it is a “must have” 

these days. In addition to its beneficial financial aspects, it helps to meet the reasonableness 

standard of providing basic protections for data breaches. 

VI. HIGH PROFILE BREACHES 

A. Target Corporation 

In one of the early high-profile breaches, retail giant Target Corporation suffered what 

was then described as the biggest retail hack in U.S. history: a data breach involving tens of 
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millions of its customers’ credit and debit cards. At the end of 2013, an unknown person installed 

malware in Target’s security and payments system that was designed to infiltrate and capture 

customer information at the time of a sale transaction (e.g., credit card numbers, names, 

addresses, emails, and phone numbers), which information was then stored on a Target server 

that had been taken over by the hackers. To its credit, Target had — just six months earlier — 

spent almost $2 million dollars installing a malware detection tool on its network systems (a tool 

supposedly used by the CIA and Pentagon as well). Despite their best-laid security plans, when 

the alarms were set off to alert Target’s security team of the breach, no one responded. 

Reportedly, the human beings working at Target’s headquarters actually ignored and/or 

disregarded the alarms. 

Almost one hundred lawsuits resulted from the breach, alleging Target’s negligence and 

seeking compensatory damages. Not only did Target end up spending well over $60 million 

dollars actually responding to the breach, by the end of 2014 it had incurred approximately $252 

million dollars in costs related to the breach in addition to the incalculable damage to its 

reputation.  

By October 2015, litigation was still ongoing, with the U.S. District Court Judge having 

denied the class action plaintiffs’ request for materials relating to Target’s investigation of the 

breach that were accumulated by Target’s “Data Breach Task Force.” v The court determined the 

materials were protected based on the attorney-client privilege because the task force had been 

established to assist Target’s legal counsel with better understanding the various aspects of the 

breach in order to provide Target with well-informed legal advice. 

Target takeaway: Aside from training and retraining your employees on the importance 

of monitoring breach alert systems, be sure to include your outside counsel from the moment a 

breach occurs in order to protect critical communications from discovery in the ensuing 

litigation. 
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B. Sony Corporation 

Before the stolen information was barely out of its hands, Sony became a defendant in a 

class action lawsuit alleging it was negligent in failing to prevent hackers from stealing its 

current and former employees’ social security numbers, medical records, and salary information. 

Specifically, the plaintiffs alleged general negligence by Sony in safeguarding, protecting, and 

deleting private information as well as violations of various state privacy statutes.vi 

The complaint was brought by two former employees who alleged that Sony failed to 

protect their private data and that it negligently ignored warnings from programs designed to 

provide advance notice of possible attack or vulnerability in the computer network. One 

employee also alleged that his reason for resigning from Sony was improperly disclosed. 

Rather than litigate the claims, the parties struck a deal in which Sony agreed to pay 

between $2 million dollars and $4.5 million dollars to settle the matter. The proposal included 

the claims of both current and former employees, and nonemployees as well. The first $2 million 

dollars is allocated to the time and expense incurred to prevent fraud against the plaintiffs, and 

the additional $2.5 million dollars will remain available to cover any additional identity theft 

losses that are not covered by insurance. Notably, in additional to the settlement amounts (and its 

own legal expenses), Sony could also be liable for up to $3.5 million dollars in attorneys fees for 

the plaintiffs’ counsel as well as up to $34,000 in costs to the class representatives, bringing 

Sony’s damage tally to somewhere between $7 and $10 million dollars 

Sony Signal:  As an employer, you have a duty to be sure that the private information you 

collect and maintain about your employees remains secure at all times. Failure to recognize the 

importance of investing in robust security systems can result in even greater liability down the 

road.  

C. JP Morgan Chase 

In the summer of 2014, JP Morgan Chase suffered the largest hack of any bank at that 

time; a hack that presumably might have been avoided if only the bank had upgraded one of the 

servers on its network to require dual password access to the system.  
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Investigators reported that hackers were able to access the bank’s network for months by 

stealing the login credentials of a bank employee and were then able to access the unsecured 

server — along with more than 90 other bank servers — and the customer contact information of 

more than 80 million households and small businesses (e.g., names, email addresses, property 

addresses, and telephone numbers). Only luck prevented the hackers from retrieving the 

customer’s private financial information. The hackers were discovered after the bank figured out 

they had also hacked a website for a charity race that the bank sponsored. In July 2015, several 

suspects were arrested and charged with a “pump-and-dump plot,” whereby they used emails and 

pre-planned trading to boost certain stock prices for their own personal benefit. As a result of the 

breach, JP Morgan announced that it would double its already-hefty $250 million annual 

cybersecurity budget. 

The Morgan Moral: Keep your systems upgraded at all times and maintain strict 

credential policies in terms of password complexity and log-in authentication procedures.  

D. Ashley Madison 

Who hasn’t heard of the Ashley Madison breach by now?  

The summer of 2015 brought with it the unveiling of a nefarious group of individuals 

who were interested in extramarital affairs, and who — relying on the confidentiality and 

security the site portended — had provided the Ashley Madison “affair” site with their personal 

information, including full names, addresses, phone numbers, account passwords, partial credit 

card information and PayPal information used to buy access to the steamy profiles of other 

adulterer wannabes.  

Much to the members’ dismay, a group of hacktivist vigilantes calling themselves the 

“Impact Team” stole almost 10 gigs of customer information and posted all of it on the dark 

web.vii The disclosure of some 37 million customer names, all of whom had been promised 

anonymity and confidentiality by the site, gained worldwide attention. And though the scandal 

mostly affected those who had signed up for the “guaranteed affair” service, it also compromised 

the security of thousands of corporations and other organizations whose users had logged in 
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through company computers. Within months, others were able to use the source code exposed by 

the Impact Team to crack the more than 11 million passwords held by the site.  

Because most people use the same passwords repeatedly — for banking, emails, on-line 

purchases, and the like — this hack presented a huge problem for corporate America. 

Approximately seventy-six percent of data breaches in the corporate world spring from the use of 

weak or stolen passwords. So Ashley Madison’s hackers’ password bonanza causes serious 

security implications for the companies by whom the Ashley Madison members are employed. 

This, combined with the fact that employee emails are typically also the same as their user 

names, does not provide too much of a challenge for a would-be hacker to gain unauthorized 

access to a company’s network.  

One of the major criticisms with the company’s security was that all of the confidential 

information was contained at a single location. Once the hackers had access to that location, 

nothing was safe; they could pilfer it as they wished. Splitting up the data, and encrypting it, 

could have made the haul more difficult to get. Another criticism is that the site developers, once 

realizing that their password protection method was weak, developed stronger algorithms that 

were not retroactively applied to the 11 million passwords that were compromised. In other 

words, taking shortcuts led to a ton of problems. 

After the scandal broke, the company’s hopes for a London IPO disappeared, leaving the 

company, and the holding company (Avid Life Media), in near ruins and facing multiple class 

action lawsuits.viii 

Ashley Analysis: A scandal involving your company could lead to massive financial 

failures in addition to the ruination of your business reputation. No one is immune from this type 

of vigilante attack. It is likely that someone, somewhere, does not condone your company’s 

public stance on any given topic (which could be anything from political alliances to gay 

marriage to union wages to building a controversial nuclear power plant) and is willing to go to 

extraordinary lengths to humiliate or destroy your business.  
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E. Home Depot 

Fifty-six million customers’ credit card numbers and email addresses were compromised 

by hackers in September 2014 by using the password and user name of one of Home Depot’s 

vendors who provided service to its self-checkout lanes. The breach cost Home Depot more than 

$232 million in expenses so far. That said, more than fifty lawsuits were filed against the 

hardware giant by both consumers and financial institutions for negligence in protecting 

consumer information, which have now been consolidated into two separate class actions that 

will cost Home Depot tens of millions of dollars to defend. Rather than litigating them all, Home 

Depot is considering out-of-court settlements to avoid the public relations nightmare that would 

come from a public trial of its lax security systems. 

Home Depot Hard Lesson: Be careful to whom you give access to your systems, 

especially outside vendors to your organization. 

F. Neiman Marcus 

The malware that infiltrated Neiman Marcus’s computer networks in 2013 (reportedly 

authored by a 17-year old Russian) exposed the credit card information of over one million 

customers by intercepting that data when the credit card was swiped at the time of purchase. The 

hackers were able to install the malware on the systems because the default passwords on those 

systems were guessable, and weak. The resulting class action lawsuit filed against the company 

continues to forge ahead.  

One of the early rulings in the case has been a game changer with respect to these types 

of security breaches. The court, finding that plaintiffs could be certified as members of a 

common class, is allowing the suit to move forward as a multi-million dollar class action — 

exponentially increasing Neiman Marcus’s liability exposure.ix 

Typically these types of class action lawsuits end up being dismissed (though not before 

hundreds of thousands of dollars in legal fees have been expended) because the plaintiffs cannot 

show any actual damage as a result of the breach. But the Seventh Circuit’s ruling is the first 

change of tide in the wave of recent cybersecurity litigation. If the U.S. Supreme Court upholds 
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the Seventh Circuit ruling, one can expect a far broader reach and proliferation of class action 

lawsuits in the future. For companies who have thousands or millions of customers, 

compensating them for a breach of this kind would be financially catastrophic.  

Legal experts believe the court is using Neiman Marcus to send a message to the rest of 

the corporate world that exposing consumers to potential identity theft for years on end should be 

a top corporate concern. It is also a change in the way courts are evaluating these types of class 

action cases as they relate to security breaches. 

Neiman Notable: If you have a large number of customers, it is worth the investment to 

protect the private customer information you maintain as a part of your ordinary course of 

business. 
 
VII. STEPS TO TAKE TO PREPARE FOR AND ADDRESS AN ATTACK  
 
A. Assemble an Incident Response Team 
 

It cannot be emphasized enough that the goal is to limit the likelihood of an incident 

beforehand, but what do you do once you have been hit? The first step is to pull together the 

Incident Response (“IR”) team, the members of which will marshal the appropriate resources to 

address the incident. This may include outside digital data forensic and security experts, along 

with legal counsel, human resources, finance, and public relations professionals. The team 

should meet on a regular basis, well in advance of any events, to review the response process and 

make certain it adequately addresses the evolving environment in which the company operates. 

Public relations is a crucial element of any incident response plan. Clients at all levels quickly 

lose confidence in companies that have suffered a breach. Further, as discussed below, it is 

extremely important to have members on your IR team with experience concerning mandatory 

disclosures and notification requirements. 



 

Page 19 

Depending on the type of breach suffered or even suspected, there may be a need to call 

on state or federal law enforcement. If the incident involves a breach of information related to a 

federal facility, specific government agencies may need to be notified. For instance, the U.S. 

Nuclear Regulatory Commission (“NRC”) has requirements that unauthorized access into the 

NRC’s local area network must be reported to Homeland Security within one hour. 

Also, legal counsel should remember that the exfiltration of certain types of data or, in 

some states, just unauthorized access, will trigger notification and reporting requirements. 

Presently, each state has different reporting requirements for incidents impacting their residents. 

Agencies as diverse as the Office for Civil Rights and the Attorney General could have reporting 

and disclosure requirements that will need to be addressed shortly after the breach occurs. In 

California, a business suffering a security breach of information on 500 California residents must 

file a report with the state attorney general.x  

B. Secure and Preserve Data  
 

Once the IR team has been assembled, the next step is to secure and preserve as much 

digital data as possible. Forensics professionals must be called upon to make complete images of 

impacted or even suspected servers, workstations and other devices. The IR team will also want 

to make certain that event, server and Internet activity log files are preserved. Depending on the 

specifics of the incident, there may be a need to shut down the company’s complete IT network. 

In other cases, specialized monitoring software will need to be installed (and which should have 

been installed previously) to detect the presence of malicious code on various network nodes. 

Tools like Carbon Black™, that provide machine-level granularity and visibility of processes 

running on each device, can be invaluable during incident response. With a sufficient range of 

logged data — going back a period of at least six months and preferably a year — experienced 
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security analysts will likely be able to detect infiltration timing and sources, along with the 

possible destination and content of any exfiltrations. 

C. Remediation Plan  
 

Once the security and forensic teams have been able to identify the scope and impact of 

the incident, a remediation plan should be formulated.  This plan should focus on identifying 

affected data and repositories, closing relevant outbound connections, restoring known good 

data/applications, and increasing surveillance in anticipation of subsequent attacks. 

In some cases, like a cryptolocker attack that permanently encrypts all of the files on a 

drive, the only possible response is to restore from backups (or pay a ransom, which may or may 

not actually provide an unlock code). If the organization does not have backups of critical data 

repositories that can be accessed for data restoration, substantial expenses may be incurred to re-

create key files (assuming they can be recreated at all).  In those instances, where lost data 

cannot be regained, a costly nightmare will likely result. 

D. Public Relations and Post-Mortem 
 

A trained and experienced IR team should make certain to get ahead of the story, instead 

of responding reactively to rumors or social media postings. Make certain that all regulatory 

notices are timely filed, and communicate notice of the breach promptly and as accurately as 

possible with any effected customers and/or employees. Then, after the incident is contained and 

remediated, the IR team, together with senior leadership, should deconstruct the events before, 

during and after, including the response, to gain insight into best practices . . . before the next 

incident happens.  

As evidenced by the recent class action lawsuits involving Ashley Madison, Neiman 

Marcus, and others, claims for invasion of privacy, public disclosure of private facts, breach of 
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contract, negligence, and similar claims are well within the possibilities.  Each of those causes of 

action require different levels of proof; proof that may or may not be ultimately available to 

support the plaintiffs’ actions.  However, the existence of the lawsuit is enough because the 

reputational damage of the breach and resulting litigation will not fade quickly. For these 

reasons, if for no other, companies should undertake their best efforts to assure that they have 

cybersecurity systems in place to thwart breaches that could result in these types of public 

relations nightmares. 

VIII. CHECKLISTS 
 
A. What are your Cyber Assets? 
 

• Intellectual Property (IP) 
• Customer Lists 
• Designs, Trade Secrets, Know-How 
• Patents, Trademarks 
• Passwords – Access to Funds 
• Reputation, Brand, Goodwill 

 
B. Possible Construction Targets 
 

• Owner’s design plans and specs 
• Virtual construction data 
• Building’s physical and security design 
• Trade secrets and valuable corporate data 
• Access point via employees to other avenues, including sensitive government 

info, if you do government contract work 
• Sensitive employee HR data, PHI, PII, PCI 
• Third party conduits to bigger prizes, including law firms 

 
IX. BEST PRACTICES 
 
A. Implement basic safety protocols 
 

 Interview any vendors who are handling your data to confirm that they have 
current cybersecurity protocols in place to protect the valuable information 
with which they are entrusted and have defined business agreements in place 
that address all security issues. 

 Keep your valuable information backed up on off-Internet servers or hard 
drives. 



 

Page 22 

 Train your employees on proper procedures and scams, including use of free 
WiFi and mobile devices. 

 Require and update complex passwords and change them often. 
 Use software email and web filters to limit vulnerabilities. 
 Get cyber insurance. 
 Stay current on cyber-news by subscribing to a cyber-news source or a similar 

periodical that focuses on your industry. 
 Use cloud platforms that provide notifications, audit trails and consistent 

third-party security audits of service providers. 
 Be sure that all sensitive data is encrypted and retained in special domains on 

separate servers that require additional credentials for access.  
 Maintain adequate firewalls and use updated antivirus software.  
 Log and monitor all activity for early detection of unauthorized users and 

possible hackers, including the use of algorithm monitors for suspicious 
activity.  

 Redact or eliminate personally identifiable information for your records. 
 

B. War Gaming 
 

Create and maintain an up-to-date cyber-specific incident response policy, 

communications protocols, and disaster recovery plan. Then train all of your employees on 

which part of the plan they are expected to implement. Provide your IR team with additional 

training, then practice and rehearse an actual cyber breach (war gaming). Be sure to include an 

incident commander who will have overall responsibility for managing the breach, as well key 

stakeholders from each of these departments: information technology, human resources, legal, 

compliance/regulatory, privacy/security, and public relations.  Have a pre-established 

relationship with a third-party vendor who you can call as soon as the breach occurs, as well as a 

pre-established relationship with outside counsel to work with your IR team to review and handle 

regulatory notification requirements and procedures based on the type of breach. 

C. Consider Notifying Law Enforcement 
 

If the breach has far-reaching implications related to corporate security of a client, a 

government building, a major corporation, or requires notice to the general public, you should 

consider notifying law enforcement. Depending on the nature and scope of the incident, the U.S. 
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Secret Service Electronic Crimes Task Force, the Federal Bureau of Investigation (FBI) 

(https://www.fbi.gov/report-threats-and-crime) or Homeland Security (https://www.us-

cert.gov/forms/report) may be the most appropriate agency. Additionally, individual state 

requirements may require notification of Attorneys General in each location where affected 

consumers reside. 

X. CONCLUSION 
 

The construction industry faces many common challenges as they relate to cybersecurity, 

but also has some very unique and specialized concerns. The transient nature of jobs sites, 

combined with the pervasive traffic created by subcontractors, suppliers, inspectors and client 

representatives, makes the information security environment vulnerable. Organizations need to 

take a proactive stance to both safeguarding information, and responding in the event of an 

incident. A comprehensive information security program layered against a clearly defined 

incident response plan, executed by a well-prepared IR team, is the best strategy and a truly 

prudent defense.  

                                         
i http://www.nytimes.com/1988/11/15/world/the-bugged-embassy-case-what-went-wrong.html 
ii https://howsecureismypassword.net/ 
iii http://www.computerworld.com/article/2487425/cybercrime-hacking/target-breach-happened-
because-of-a-basic-network-segmentation-error.html 
iv https://ics-cert.us-cert.gov/alerts/ICS-ALERT-14-155-01A 
v In re: Target Corporation Customer Data Security Breach Litigation, MDL No. 14-2522 
(PAM/JJK), United District Court, District of Minnesota. 
vi Corona v. Sony Pictures Entertainment, Inc., No. 14-CV-09600 (RGK) (C.D. Cal. June 15, 
2015. The suit also alleged breach of implied contract, violation of California’s Consumer 
Records Act and Confidentiality of Medical Information Act, violation of the laws against unfair 
competition, and various other states’ privacy statutes. 
vii The “dark web” exists on the Internet but requires specific software configurations and/or 
authorization credentials to access. 
viii As of October 2015, one of the lead plaintiffs in the first class action lawsuit was seeking to 
consolidate all of the cases in one multi-district litigation in the United States District Court for 
the District of Missouri. Other plaintiffs have joined the fray as well, arguing for multi-district 
litigation centralized in California, Illinois, and Texas. The legal costs to Ashley Madison for this 
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type of litigation likely have been and are sure to become even more staggering. See In Re: 
Ashley Madison Customer Data Security Breach, Case No. 2669 before the U.S. Judicial Panel 
on Multidistrict Litigation. 
ix Hilary Remijas v. Neiman Marcus Group, LLC, Case No. 14-3122 (7th Cir. July 20, 2015) 
x (California Civil Code s. 1798.29(e) and California Civ. Code s. 1798.82(f)) 


